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Agenda

Factors to consider for a Hybrid Cloud Strategy
 Model Selection

o Security

« Management

e QOperating Model

* Provider Selection

e Migration
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Hybrid Cloud is the combination of multiple Cloud
Deployment Models

National Institute of Standards and Technology (NIST) Definition.

The NIST Cloud Model is composed of five essential characteristics, and comes with three service
models and four deployment models.

Essential

Cloud
29y Deployment
Models
Cloud Service ,
Models
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For each Cloud Strategy Approach, security requirements
need to be kept in mind

Accenture Cloud Security Model Components

Cloud Security Strategy

A comprehensive programand
strategy to embed security
throughout the enterprise’s
cloudlifecycle

Governance

Integration

= Interoperability

= Lock in / portability

= Security Analytics

= Administration console

= Public / Private / Hybrid
models

= Secure connection to other
systems and data

= Event Management

Integration

Cloud Security
Strategy

Platform &
Software

Platform & Software

Applications

= Threat and vulnerability
identification in SDLC,
deployment, upgrade of the
application

= Access Control

= Monitoring / Management

= Application vulnerability
management and remediation

Users &
ldentity

Governance

= Define processes and policies
(ow nership, connectivity, privacy,
audit / wipe)

= legal (NDA, SLA, licensing)

= Audit and Compliance

= [dentify preferred suppliers /
service level for business

= Business Continuity

= Training & Aw areness

Data

= Data Classification

= Data Backup, Retention

= Data Ow nership, Segregation

= Risk Assessments

= Encryption / Tokenization

= Data loss prevention

= Secure storage, secure disposal
= Audit and forensics

Users & Identity

= Roles and authorization levels
and authentication

= BEvaluation / monitoring of usage
patterns

= Program aw areness and
education
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Infrastructure

= Security functionality

= Netw ork configuration

= Cloud hardening

= Vulnerability management
= Infrastructure operations




Comprehensive hybrid cloud operations include both
Service Management and Service Delivery

Hybrid Cloud Operations

automates
Self-Service . Service
ServiceCatalo . Transparent Cost
Portal < Management and Cloud Brokering Controls
Delivery
Demand Supplier .Serv.er Orchestration Gov ernance & Fully automated
Management Management - -and Provisioening - Security Scalability
SLA Management ServiceAggregation Managed Serv ers Automated Sourcing

N A%

Softw are-

Defined Data Priv ate Cloud Public Cloud
Center
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The IT Organization will need to shift its focus for Cloud

alignment

Shift in IT Operating Model Focus due to Cloud

Business/ Customer
Relationship
Management

Service Strategy

Service Development

Service Management
& Operations

IT Management

Supplier Relationship
Management
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Focus on identifying how business needs can
be catered by cloud services & ensure that
the business needs are fulfilled

Architect service solutions by clubbing
together Cloud service providers and their
service offerings

Focus onintegrating and securing services
fromservice providers

Ensure expected value is being delivered,
and service disruptions responses are
coordinated across service providers

Train & re-allocate resources, manage
security concernsraised due to changed
service delivery environment and accurately
charge services

Establish cloud sourcing strategy forthe IT
organization & manage relationship w ith
service providers. Needs greater focusthen
ever before with the majority of functions
cloud-sourced

Cloud for IT Organization Cloud for the service provider

Identify service bundles in a consistent
service catalogue keeping into account
business needs

Identify services provided, their value and
costs; demand management is key for
providing on-demand services

Bundle service packagesforconsumption —
capacity management key to disruption free,
on-demand delivery

Ensure that expected value is being
delivered and that services are not disrupted

Manage physical environments/
infrastructureand visibility into security &
access policies and audit the same

Ensure clear biling mechanisms and
transparent charging for services



Provider Selection should be based on arigorous
evaluation of prioritized criteria

Sample Provider Selection Criteria

SaaS

PaaS

laaS

Facilities /
Colocation
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Feature Set
Usability
Performance

Framework Support
Language Support
Autoscaling
Security

Standards compliance
Performance
Security

Capacity
Security
Legal Compliance
Location

Extensibility
Security

Elasticity
Capacity

High Availability
Fault Tolerance
Flexibility

Redundant, reliable
connectivity
Low latency




Application Portfolio Transformation involves careful
analysis and planning

Application Assessment and Migration Journey

Rl Assess Plan Migrations, Migrate and Test
Applications Conduct Pilots Applications SIS

_\
=\
cover
lications
net

Microsoft , Lift and Shift Public Private
laaS
Remediate AWS
g Java
= rrenere k
=_ “eyrenn Re-Platform Azure Open Stac
GCE
PowerBuilder Replace PaaS
Azure OpenShift
COBOL Consolidate
Heroku Cloud Foundry
+ Packaged Enhance/Expand GAE
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Questions?

Further Reference

Please see the |
- Hybrid Cloud
W h Ite Paper for . ;Dj::ii:re:::m irfolgrelchen
further information! :

e-shelter
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